Document Version Page

SO'H'WG re 5 XXXX XXXX-1 1 17)
tOOI bOX® 'Sf(t;(ed App)g:(ved 1/8/2018

KEPServerEX loTGateway to Azure IoT Hub

Initial Setup and Configuration
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Introduction

This document is intended to server as a basic guide on configuring the KEPServerEX
loT Gateway to publish automation data from the server to an Azure IoT Hub via MQTT.

This guide assumes a certain degree of familiarity with both the KEPServerEX, and
Azure’s loT Hub and does not serve as a substitute for any in-depth manuals — the help
files for both products should be references for any topics for which further information
is needed.

Requirements and System Setup

This document requires that a certain amount of setup be done outside of the
KEPServerEX in order to facilitate the connection setup, and access to an instance of
Microsoft Azure is mandatory. A third party tool — developed by Microsoft — is also
required:

https://github.com/Azure/azure-iot-sdk-csharp/tree/master/tools/DeviceExplorer

The Device explorer generates the security tokens that the KEPServerEX IoT Gateway
will use when connecting to the IoT Hub.

In order for the loT Gateway to work, the computer on which the KEPServerEX is
installed on must have a working 32-bit Java JRE or full JDK installed (version 7 or
higher). Ideally the machine will be running the latest JRE/JDK from Oracle, which can
be downloaded below:

https://java.com/en/download/

Configuring the Azure IoT Hub

1. Log into the Azure instance, and open the 1oT Hub
2. Navigate to Shared access policies | <Policy or key name to be used> and
make a copy of the Connection string — primary key field highlighted below



https://github.com/Azure/azure-iot-sdk-csharp/tree/master/tools/DeviceExplorer
https://java.com/en/download/
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N holbachhub - Shared access policies iothubowner

+ 2dd H ¥ Discard Q) Regenkey @ Delete

N Overview
‘.. IoT Hub uses permissions to grant access to each IoT hub endpoint. Permissions limit the access to an loT hub based on funct
Access policy name

B Activitylog
i Access control (IAM)

Permissions

s . PERMISSIONS Registry read @
Shared access policies o — e e s s s | Registry write @
D Pricing and scale service service connect Service connect @
Operations monitoring device device connect Device connect @
3k IPFilter registryRead registry read
A Certificates registryReadWrite registry write
= Froperies Shared access keys
Primary key ®
a Locks
PGIVOLZNBKBIrTOVeYmWQzhTwNYHibsoS6tFEE(LB= [}
1 Automation script Secondary key @
*5TwgVgsFQl+/uYaf+1qeOWy 7rFDNLSYDSWHCTHLTA= [}
BPLORERS
Connection string—primary key @
8 o7 Devices daccesskep.. | [IH]
£ 1T Edge (preview) Connection string—secondary key @
HostName=holbachhub.azure-tevices.netSharedAccessKeyN... E

B Query Explorer

3. Open the Device Explorer, and on the Configuration tab provide the Connection
string that was just copied from Azure, as well as the host name. The host name
will take the form of:
<Your IoT Hub name>.azure-devices.net

Press the Update button when complete.

Configuration Management Data Messages To Device Call Method on Device

Connection Information o
loT Hub Connection String:
HostName=holbachhub.azure-

| devices.netSharedAccessKeyName=iothubowner:SharedAccessKey=pGl_

Protocol Gateway HostName: Info b4

|holbachhub.azure-devices.net

| Update | e o Settings updated successfully

Shared Access Signature

Kev Name linthikhrwnar




Document Version Page

SO'H'WG re 5 XXX XXXX-1 1 4(7)
l|.00| bOX® 'Si l;(ed App)g)(ved 1/8/2018

4. On the Management Tab of the Device Explorer:

2.Hit the List/Refresh button to enumerate a list of devices currently
configured in the 10T Hub. If no devices are configured yet the Create
button can be used to create a new device in the hub.

3.Press the SAS Token... button and select the Device from the Drop Down.

4.Use the Generate Button to generate a SAS Token

5.Copy the SAS Token starting with the highlighted section below, and
including the obfuscated piece in black.

!

=]

Configuration Managemenl Data Messages To Device Call Method on Device

Actions 3
Create Refresh e Update Delete SAS Token... Twin Props.
Devices
Total: 10
Filtar: | |
PrlmaryKey SecondaryKey PrimaryThumbt SecondaryThui ConnectionStrir ConnectionStat
Devicell 4 SASTokenForm O % 11 Disconnected
Device2 p Disconnected
Device3 h... |Disconnected
Deviced DevicelD | Device1 ~| h.. |Disconnected
Deviceb h... |Disconnected
Device? TTL (Days) 0 - ih... | Disconnected
Deviced h... |Disconnected
Deviced HostMame=holbachhub azure- ih... |Disconnected
. devices net: Deviceld=Device 1. Shared Access Signature=Shared Access Signature
I < >
+ SR
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Configuring the loT Gateway

1. Add a New Agent to the IoT Gateway section of the KEPServerEX — the Type
should be set to MQTT Client, but the Name is user configurable.

=-{3] Project I

=181 Connectivity New Agent | ]

- E-[ ModbusChannel

Eg"%& IoT Gateway Enter the name and choose the kvpe of Agent bo create,

@ add Agent...
Agent
Marme: AzureloTHUD
Type: MOTT Clierk
= Back I Next = I C | Hel

[ pate o | Time [E - = ance N
I ;.111'41'"."'\10 17.42.CE MkA

2. The MQTT Broker setting should be set:
1.URL: ssl://<Hostname>:8883

2.Topic: devices/<device nhame>/messages/events/<topic hame>

The Publish settings can be left at their default or changed as needed —
reference the help file for details on what each setting means.

MOQTT Client - Broker E |

—MOTT Broker

URL: I ssl:ffholbachhub, azure-devices, net: 883

Topic: I devices/Devicel /messages/events/iokData

—Publish

Q05! |1 (it least once) | Timeout (s3: | 5 _l?
Rate (ms): I 10000 _:|

™ wide Format {every kag in every publish)

% Marrow Format

Max events per I 1000 _,?

< Back I Mext = I Zancel Help
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3. The Azure Security/Authentication settings must be set:
1.Client ID: <Device ID of the device in the 10T Hub that the 10T Gateway is
publishing to>
2.Username: <Hostname>/<Device Name>
3.Password: <The SAS Token copied before from the Device Explorer>

MOQTT Client - Security |

—Credentials

Client 10 | Devicel

sername: lhulbachhub.azure-devices.net,l'Deviu:el

PESSWI:IrIj: ] IIII.I...III..l..IIII.....III....------...--4

< Back I Finish I Zancel Help

4. Press Finish to create the Gateway — it should start automatically. Add any tags
from the Project that should be published to the Gateway configuration.

File Edit “iew Toaols Runkime Help m

15 & d &8S B 2

=I-{#@#] Project Server Tag o | stake
=-{8] Connectivity & _|ModbusChannel MadbusDevice. ModbusTag Enahl

B ModbusChannel

Egﬁ IoT Gateway
E] AzureloTHub

i)1y&/z018 7i46:04 AM KEPServerExiIo... IoT Gateway service starting,

i)ifafz01s 7i46:04 AM KEPServerExiIo... IoT Gateway using JRE at [C:\Program Files (x86)\Javaljrel.d.0_131]

i)1ysfz01s 714605 AM KEPServerE=ilo,..  Running with Jawa 1.5.0_131 [Oracle Corporation Jawa HotSpok{TR) Client WM wersion 25.131-b11].
i)1fafz01s 7146116 AM Maodbus TCRIP ... Ethernet Manager started,

(i) 152018 7147136 AM KEPServerEx\R. .. MOQTT agent 'AzureloTHUb' is connected to broker 'ssl: fiholbachhub, azure-devices. net: 8583
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Conclusion

The IoT Gateway will now publish all tags that have been added to the Gateway
configuration at the publish rate specified. Refreshing the message count in the loT
Gateway will show that the data is being pushed to the specified device.




