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Introduction

The purpose of this paper is to provide the reader with an overview of the Wireshark packet capture utility
and how it can be used. Wireshark is a network packet analyzer, meaning it will try to capture network
packets and display the packet data with as much detail as possible. A network packet analyzer is an
application used to examine what’s going on inside a network cable, similar to how a voltmeter is used by

an electrician to examine what’s going on inside an electric cable.

Overview

Wireshark can capture traffic from various network media types, including wireless LAN. The supported

media types can be found at http://wiki.wireshark.org/CaptureSetup/NetworkMedia. In addition, Wireshark

can open packets captured from a large number of other capture programs, and save packets captured in a
large number of formats of other capture programs. Wireshark is an open source software project, and is
released under the GNU General Public License. This means you can use Wireshark on any number of
computers, and all source code is freely available under the GPL. Wireshark does not manipulate anything

on the network or send any packets on the network—it only analyzes data from the network.
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Capturing Live Data

The following section provides information on how to capture live network data. The Wireshark capture
engine can obtain data from different kinds of network hardware (such as Ethernet, Token Ring, ATM, etc.),
halt the capture on certain triggers (such as amount of captured data, captured time, captured number of
packets), display decoded packets while Wireshark continues capturing, filter packets to reduce the amount

of captured data, and simultaneously capture data from multiple network interfaces.

The main window from Wireshark is shown below.

r hl
M Wireshark Trace.pcapng [Wireshark 1.107 (v1.10.7-0-g6b931al from masber—l.ll])]_ [E=EEE

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help
coams BEXRE AesnT s ([@EE QD #DB x| & |

Filter: IZ| Expression... Clear Apply Save

Mo. Time Source Destination Protocol Length Info -
LTI U a0 7 USUY LU U0 £u. Y FRVENT VR e s ouul LT pul L. JuSUs LSS L@l iune pun i
196 0.5834690010.83.20.40 10.83.20.50 TCP 54 51013 > Ethernet-IP-2 [ACK] Seg=65

83.23.90 239.192.108. 32 ENIP

197 0.5910750010. 130 Connection: ID=0x610B912E, SEQ=0034

199 5921130010.83.20.40 10.83.20.4 upP 63 source port:

0. 56483 Destination port
200 0.5977790010.83.21.4 10.83.23.255 NENS 92 Name query NB S57006PRESS110<00>
201 0.5990940010.83.20.40 10.83.20.50 TCP 54 51015 > EtherNet-IP-2 [ACK] Seq=65 2
0. ENIP

202 6115560010.83.23.90 239.192.108. 32 130 Connection: ID=0x610B912E, SEQ=0034

204 0.6135980010.83.20.40 10.83.20.4 upP 63 source port: 62197

0 pDestination port
205 0.6147310010. 83.20.40 10. 83.20.50 TCP 54 51017 > EtherNet-IP-2 [ACK] Seq=65 2
206 0.6172350010.83.20.1 224.0.0.5 OSPF 90 Hello packet
207 0.6321010010.83.23.90 239.192.108.32 ENIP 130 Connection: ID=0x610B912E, SEQ=0034
208 0.6362380010.83.20.4 10.83.20.40 UDP 469 source port: x11 Destination port: ~
4 T ] 3
Frame 196: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0 -

Ethernet II, Src: Dell_df:ed:50 (74:86:7a:df:ed:50), Dst: Rockwell_c4:f0:c9 (00:1d:9c:c4:f0:c9) ]
Internet Protocol version 4, Src: 10.83.20.40 (10.83.20.40), Dst: 10.83.20.50 (10.83.20.50)
= Transmission Control Protocol, Src Port: 51013 (51013), Dst Port: EtherNet-IP-2 (44B18), Seq: 65, Ack: 69, Len: O
Source port: 51013 (51013)
Destination port: EtherNet-IP-2 (44818)
[stream index: 11]
Sequence number: 65 (relative sequence number)
Acknowledgment number: 69 (relative ack number)
Header length: 20 bytes
® Flags: 0x010 (ACK)

m

wWindow size value: 252 -
< [T ] G
0000 00 1d 9c c4 fO c9 74 86 7a df ed 50 08 00 45 00 ...... t. z..P..E.
0010 00 28 1c 7e 40 00 BO 06 00 00 Oa 53 14 28 0a 53 L(e~E.. L..5.(.5
0020 14 32 ¢7 45 af 12 42 bc 61 2e 6c d2 a8 e0 .2.E..B. a.1...[A

0030 00 fc 3d 1a 00 00 =

@ M| Flags (tcp.flags), 2 bytes | Packets: 549821 . Displayed: 549821 (100.0%) - Load time: 0:11.428 Profile: Default
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Preface

It can be difficult to set up Wireshark to capture packets for the first time. You are required to have
Administrator privileges to start a live capture. Make sure to choose the right network interface to capture

data from, and run your capture during the correct time to include the network traffic you want to see.

The following sections will explore the Wireshark user interface and provide you with a guide to capturing
live data.

Capture Interfaces

When you select "Interfaces" from the Capture menu, you will see the dialog box below. Because the
"Capture Interfaces" dialog is capturing live data, it consumes a lot of system resources. Therefore, you will
want to close this dialog as soon as possible to prevent excessive system load.

,

Description P Packets Packets/s
o e e e R iy feB0:1c3a:a633:d0c6:5877 0 0

[ 2] Wireless Network Connection  Microsoft £e80:2013:2101:283bicc2f 0 0
] E Wireless Metwork Connection 2 Microsoft feBl::9cda:2ad:8bB86:2819 0 0

[ £ Local Area Connection Realtek PCle GBE Family Controller fe80:cdde:cT16:cMa347f 403 49

Start Stop Options ] [ Close

All of the available interfaces may not be displayed. This dialog box will only show the local interfaces of
which Wireshark is aware. It will not show interfaces marked as hidden, or detect the remote interfaces

available. The toggle buttons can be used to select one or more interfaces.

Capture Options

When you select “Options” from the Capture menu, you will see the following dialog box. In most cases, the
default settings here are fine.
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-
oo oo R e
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MIB] Capture Filter -
Wireless Network Connection 3
| [ fesoicazze3zasceserr Ethernet enabled  default 2
1 0000 |
I Wireless Network Connection 1 i
[ teso-zon32101:283b0c2f Ethernet enabled  default 2
15216811143
Wireless Network Connection 2
[ feso-scdzzzasneszels Ethernet enabled  default 2
0000 it
1 m | »

[7] Capture on all interfaces Manage Interfaces

Use premiscucus mede on all interfaces

Capture Filter: | || Compile selected BPFs

Capture Files Display Opticns
File: Update list of packets in real time
[ Use multiple files SR TERT I Automatically scroll during live capture
Mext file every 1 = megabyte(s)
Mext file every 1 = |minute(s) Hide capture info dialog
Ring buffer with 2 = files Mame Resolution
Stop capture after |1 - file(s) Resolve MAC addresses

Stop Capture Automatically After... [F] Resolve network-layer names

m j1 packet(s)
< Resolve transport-layer narme
B |1 -] |megabyte(s)
[ |1 = |minute(s) Use external network name resclver

The capture frame shows the settings for all available interfaces. By marking the checkboxes in the first
column, the interfaces are selected to be captured from. As Wireshark can capture on multiple interfaces, it
is possible to choose to capture on all available interfaces. Normally a network interface will only "receive"
packets directly addressed to the interface. Promiscuous mode allows the interface to receive all packets
that it sees whether they are addressed to the interface or not.

The “Capture Filter” field allows you to specify a filter for all interfaces selected. The “File” field allows you to

specify the file name that will be used for the capture file. If the field is left blank, the capture data will be
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stored in a temporary file. By checking “Use multiple files”, Wireshark will automatically switch to a new file

when a specific trigger condition occurs.

Enabling “Resolve MAC addresses” or “Resolve network-layer names” allows you to control whether or not
Wireshark translates these addresses into names. “Resolve transport-layer name” allows you to control
whether or not Wireshark translates transport addresses into protocols.

In order to add a remote interface, click the “Manage Interfaces” button, navigate to the Remote Interfaces
tab and click add.

M Interface Management | = B % |
i EI
| Pipes | Local Interfaces | Remote Inted] M Wireshark: Remote In... u—lg
Remote Interfaces ! Host: |
Host 1
Port:

Authentication

@ Mull authentication

(") Password authentication

Username:

Password:

Add Delete

The Remote Packet Capture Protocol service must first be running on the target platform before Wireshark

can connect to it. The easiest way is to install WinPcap from http://www.winpcap.ord/install/default.ntm on

the target. Once installation is completed go to the Services control panel, find the Remote Packet Capture
Protocol service and start it. Enter the IP address or host name of the target platform where the Remote
Packet Capture Protocol service is listening. The drop down list contains the hosts that have previously
been successfully contacted. Set the port number where the Remote Packet Capture Protocol service is
listening on. Leave open to use the default port (2002).

Performing the Capture

Once you have set the values you desire and have selected the options you need, simply click on Start to
commence the capture.
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Eile Edit View Go Capture Analyze

© @ | %ﬁ

Eilier: |5tart a new live capturek

When you are reading to stop the capture, you can choose stop from the Capture Menu or select the stop

button from the main toolbar.

File Edit VYiew Go Capture Analyze 5Stati
|. |

Filter: |5topthe running live capturek

You can save captured packets simply by using the “Save As” menu item from the File menu under

Wireshark. You can choose which packets to save and which file format to be used.

_ .
Ires __lrace.pCapn Ires - V1. AU,
Wireshark_Trace.pcapng  [Wireshark 1.10.7 (v1.10.7

File Edit View Go Capture Analyze Statistics

= Open.. Ctrl+0
Open Recent r
Merge...
Import from Hex Durnp...
H Close Ctrl+W
% Save Ctrl+5
Save As.. [ Shift+Ctrl+S
File Set r

Export Specified Packets...

Export Packet Dissections r

Export Selected Packet Bytes... Ctrl+H

Export 551 Session Keys...

Export Objects r
& Print... Ctrl+P
@ Quit Ctrl+Q
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Analyzing Captured Packets

Once you have captured some packets, or you have opened a previously saved capture file, you can view
the packets that are displayed in the pane by simply clicking on a packet. This will bring up the selected
packet in the tree view and byte view panes. You can then expand any part of the tree view by clicking on
the plus sign to the left.

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

eodE i BERERE AT L Qe #@¥mx| 8

Filter: |Z| Expression... Clear Apply Save

Na. Time Source Destination Protocol Length Info
—_— = — = -
357 1.1549350010. 83.20.40 10.15.232.133 WNC 347
358 1.1585820010. 3. 20. 50 10.83.20.40 CIP 122 unknown Service (0x00)
359 1.1593140010.15.232.133 10.83.20.40 TCP 60 registrar > rfb [ACK] Seqg=5:
360 1.1611250010.15.232.133 10.83.20.40 TCP 60 registrar >

rfb [ACK] Seg=5:

.1618950010.83.4.158 10.83.20.40 TCP

362 1 60 [TCP Keep-Alive ACK] 4954 >
363 1.1620260010. 83.23.980 239.192.108. 32 ENIP 130 Connection: ID=0x610B912E,
364 1.1620620010.15.232.133 10.83.20.40 TCP 60 registrar > rfb [ACK] Seq=5:
365 1.1653630010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seg=141 A
366 1.1659700010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seg=141 A
367 1.1689700010.83.21.142 10.83.23.255 UDP 82 Source port: td-postman De:
368 1.1696700010.15.232.133 10.83.20.40 TCP 60 registrar > rfb [ACK] Seq=5:
369 1.1714820010.83.21.3 10.83.23.255 NENS 92 Name query WB S57006FPRESS11H

< 1 |

o Frame 362: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Ethernet II, Src: Cisco_a0:9b:40 (00:19:39:a0:9b:40), Dst: Dell_df:ed:50 (74:86:7a:df:ed:50)
F Internet Protocol versionm 4, Src: 10.83.4.158 (10.83.4.158), Dst: 10.83.20.40 (10.83.20.40)
ransmission Control Protocol, Src Port: 4954 (4954), Dst Port: ms-sql-s (1433), Seq: 2, Ack: 1, Len: 0
Source port: 4954 (4954)
Destination port: ms-sqgl-s (1433)
[stream index: 13]
Sequence number: 2 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header length: 20 bytes
F Flags: 0x010 (ACK)
wWindow size value: 64695
[Calculated window size: 64695]
[window size scaling factor: -1 (unknown)]
& Checksum: 0x6818 [validation disabled]
# [SEQ/ACK analysis]

Each line in the packet list corresponds to one packet in the capture file. If you select a line in this pane,
more details will be displayed in the "Packet Details" and "Packet Bytes" panes. While dissecting a packet,
Wireshark will place information from the protocol dissectors into the columns. As higher level protocols
might overwrite information from lower levels, you will typically see the information from the highest possible
level only.
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Packet List Pane

The default columns will show the following items.

No.

The number of the packet in the capture file. This number won't change, even if a display filter is used.
Time
The timestamp of the packet. The presentation format of this timestamp can be changed.

Source

The address where this packet is coming from.

Destination

The address where this packet is going to.

Protocol

The protocol name in an abbreviated version.

Info

Additional information about the packet content. You can sort the packets by Source, Destination, Protocol,

etc. by clicking on the corresponding column header.

Filtering Packets

Display filters allow you to concentrate on the packets of interest. They allow you to select packets by

Protocol, the presence of a field, the values of fields, a comparison between fields, etc.

To select packets based on protocol type, simply type the protocol in which you are interested in the filter

toolbar of the Wireshark window and press enter. All protocol and field names are entered in lowercase.
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‘ Wireshark_!ﬁace.:capn; ['I'u'ir.e*shart 1.10.7 ‘(:1.10.';-0-ng93131 from master-1.10)] - - v ¥ L] - ™ I
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help
COAME BEXE AP DTL Qaan #0D% % 8
Filter: tcp |Z’|Expressi0r|... Clear Apply Save
No. Time Source Destination Protocol Length Info
362 1.1618950010.83.4.158 10.83.20.40 TCP 60 [TCP Keep-Alive ACK] 4954 >
364 1.1620620010.15.232.133 10.83.20.40 TCP 60 registrar > rfb [ACK] Seqg=5
365 1.1653630010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seqg=141 A
366 1.1659700010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seqg=141 A
368 1.1696700010.15.232.133 10.83.20.40 TCP 60 registrar > rfb [ACK] Seg=5
370 1.1760740010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seqg=141 A
371 1.1774230010. 83.20.40 10.83.20.50 CIP 118 Unknown Service (0x00)
372 1.1780260010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seqg=141 A
373 1.1797120010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seqg=141 A
374 1.1808020010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seqg=141 A
376 1.1840150010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seg=141 A
377 1.1857860010.15.232. 202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seg=141 A
378 1.1861360010.15.232.202 10.83.20.40 TCP 60 49310 > rfb [ACK] Seg=141 A
FTA A ASSAADANR AN O RN N AN 0T WA AN —_rn R T e e et e T LA A LAY
1 1 |

When using a display filter, all packets remain in the capture file. The display filter only changes the display

of the capture file, not its content. To remove the filter, click on the Clear button to the right of the filter field.

Filter Expressions

Wireshark provides a simple but powerful display filter language that allows you to build quite complex filter
expressions. There is a complete list of all filter fields available through the menu item "Help/Supported
Protocols" in the page "Display Filter Fields" of the Supported Protocols dialog. You can compare values in

packets as well as combine expressions to narrow results.

You can build display filters that compare values using a number of different comparison operators. These

operators are shown below.
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English C-like Description and example

eq Equal

ip.src==18.8.8.5

ne Not equal

ip.src!=16.8.86.5

ot Greater than

frame.len > 18

li Less than

frame.len < 128

ge Greater than or equal to

frame.len ge 8x188

le Less than or equal to

frame.len <= B8x28

People often use a filter string to display something like ip.addr == 1.2.3.4, which will display all packets
containing the IP address 1.2.3.4. They use ip.addr != 1.2.3.4 to see all packets not containing the IP

address 1.2.3.4 in it. Unfortunately, this does display the expected results.

Instead, that expression will be true for packets with a source or destination IP address equal to 1.2.3.4.
This is because the expression ip.addr != 1.2.3.4 must be read as "the packet contains a field named
ip.addr with a value different from 1.2.3.4". Since an IP datagram contains both a source and a destination

address, the expression will evaluate to true whenever at least one of the two addresses differs from

1.2.3.4.
Software Toolbox  148A East Charles Street TOLL FREE: 888-665-3678
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If you want to filter out all packets containing IP datagrams to or from IP address 1.2.3.4, then the correct
filter is !(ip.addr == 1.2.3.4) because it reads "show me all the packets for which it is not true that a field
named ip.addr exists with a value of 1.2.3.4", or in other words, "filter out all packets for which there are no

occurrences of a field named ip.addr with the value 1.2.3.4".

All protocol fields are typed. You can find a list of the different display filter field types along with expression

examples below.
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Type Example

Unsigned You can express integers in decimal, octal, or hexadecimal. The
integer (8-bit, | following display filters are equivalent:
16-bit, 24-bat,
32-bit) ip.len le 15686
ip.len le 82734
ip.len le 8x436

Signed integer
(8-bit, 16-bit,
24-bit, 32-bit)

Boolean A boolean field is present in the protocol decode only if its value 1s true.
For example, tcp.flags.syn is present, and thus true, only if the SYN
flag 15 present in a TCP segment header.

Thus the filter expression tcp.flags. syn will select only those packets
for which this flag exists, that 15, TCP segments where the segment
header contains the SYN flag. Similarly, to find source-routed token
ring packets, use a filter expression of tr.sr.

Ethernet Separators can be a colon (:), dot () or dash (-) and can have one or two
address (6 bytes between separators:
bytes)

eth.dst == ff:ff:ff:fr:FF:F
eth.dst == ff-ff-ff-ff-ff-ff
eth.dst == ffff.ffff.fHf

IPv4 address | 1p.addr=—=192.168.0.1

Classless InterDomain Fouting (CIDR) notation can be used to test if an
IPv4 address 1s 1n a certain subnet. For example, this display filter waill
find all packets in the 129 111 Class-B network:

ip.addr = 129.111.0.0/16
IPv6 address ipvh.addr =—::1
IPX address ipx.addr == 00000000 T

String (text) http_request uri = "http:/www wireshark org/™
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You can combine filter expressions in Wireshark using the logical operators shown below.

English  C-like Description and example

and &l Logical AND

ip.src==16.8.8.5 and tcp.flags.fin

or | Logical OR

ip.scr==16.8.8.5 or ip.src==192.1.1.1

xor . Logical XOR

tr.dst[8:3] == 8.6.29 xor tr.src[B:3] == 8.6.29

not ! Logical NOT

not 1lc
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[.-1] Substring Operator

Wireshark allows vou to select subsequences of a sequence 1n rather elaborate
ways. After a label vou can place a pair of brackets [] contamning a comma
separated list of range specifiers.

eth.src[B:3] == 88:80:83

The example above uses the n:m format to specify a single range. In this case n
1s the beginning offset and m 1s the length of the range being specified.

eth.src[1-2] == 88:83
The example above uses the n-m format to specify a single range. In this case
n 1s the beginning offset and m 1is the ending offset.

eth.src[:4] == B8:86:83:88

The example above uses the :m format, which takes everything from the
beginning of a sequence to offset m. It 1s equivalent to O:m

eth.src[4:] == 28:28

The example above uses the n: format, which takes everything from offsetn to
the end of the sequence.

eth.src[2] == 83

The example above uses the n format to specify a single range. In this case the
element in the sequence at offset n 1s selected. This 1s equivalent to n:1.

eth.src[8:3,1-2,:4,4:,2] ==
B6:868:83:00:83:06:86:83:00:26:268:83

Wireshark allows vou to string together single ranges in a comma separated list
to form compound ranges as shown above.
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When you are familiar with the Wireshark filtering system and know what labels you want to use in your
filters, it can be quick and easy to type a filter string. However, if you are new to Wireshark or are working
with a slightly unfamiliar protocol, it can be very confusing to do so. The Filter Expression dialog box, shown

below, helps with this.

File Edit View Go Capture Analyze Statistics Telephonz Tools  Internals  Help
e Am s BERZE AT L CRCRORL NN

Filter:  tcp w | Expression...| Clear Apply S

- M Wireshark: Filter Expression - Profile: Default | = | E 2 .|1

Field name Relation Value (Protocol)
104 apei - IEC 60870-5-104-Apci [l is present
104asdu - [EC 60870-5-104-Asdu W == Predefined values:
2dparityfec - Pro-MPEG Code of Practice #3 relea I=
JCOMENS - 3Com XMNS Encapsulation =
3GPP2 411 - 3GPP2Z A1l <
6LoWPAN - IPvE over IEEE 802.15.4 ==
80211 Radictap - IEEE 802 11 Radiotap Capture he =
802.3 Slow protocols - Slow Protocols contains
9P - Plan 9 9p matches i
A-bis OML - G5M A-bis OML

AALL - ATM AALL

AALISE - ATM AALSA
AARP - Appletalk Address Resolution Protocol - Range (offsetlength)

1 | 1] | 3
0K ] ’ iCancel

Following TCP Streams

If you are working with TCP based protocols it can be helpful to see the data from a TCP stream in the way
that the application layer sees it. To do this, select a TCP packet in the stream you are interested in, and

then select the Follow TCP Stream menu item from the Wireshark Tools menu or the context menu in the

packet list.
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15.232.133 10.83.20.40 TCP
1; Expand Subtrees P
;i ExpendAl E
1; Collapse All =
1s Apply as Column P
15 P
15 Apply as Fitter L]
17 Prepare a Filter L L
© Colorize with Filter r
= Follow TCP Stream d
-5 Follow UDP Stream I:} T
fe Follow 55L Stream 5
11 T
I Copy >

Export Selected Packet Bytes...
'2 ﬁ Wiki Protocol Page
iml i@ Filter Field Reference
? Protocel Help
:) Protocol Preferences 4
m % Decode As... .

-II: ~ Disable Protocaol...

il Besclve Mame

Go to Corresponding Packet

Show Packet Reference in New Window
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Wireshark will set an appropriate display filter and pop up a dialog box with all the data from the TCP

stream in order. “Follow TCP Stream” installs a display filter to select all the packets in the TCP stream you

have selected.

- =

-Stream Content

.. L -
00000011
i.c.i.t.
00000021
n.s.a.c.
00000031
S. .0.M.
00000041 20

Q0000000

69
5
74

0o
00000053

00 6d 00 70 00 6c OO0 69 00 63 00 &9 00 74 00 i.m.p.1.

00 74 00 72 00 61 00 6e 00O 73 00 01 00 &3 00 _.T.r.a.

00 69 00 &6f 00 6e OO0 73 00 20 00 &6f 00 6e 00 t.i.o0.n.
0o

04 01

fd 00 00 b9 00 00 00

00 11 00 47 01 00

|Entire conversation (7360952 bytes)

| End || Saveas || print |© Asc

) EBCDIC (71 C Arrays

©) Raw

Filter Out This Stream ] |

Cloze
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The stream content is displayed in the same sequence as it appeared on the network. Traffic from Ato B is
marked in red, while traffic from B to A is marked in blue. Non-printable characters will be replaced by dots.
The stream content won't be updated while doing a live capture. To obtain the latest content you will need

to reopen the dialog.

Time Stamps

Each packet is time stamped as it comes in. While capturing, Wireshark gets the time stamps from the
WinPcap library, which in turn gets them from the operating system. If the capture data is loaded from a

capture file, Wireshark gets the data from that file.

The internal format that Wireshark uses to keep a packet time stamp consists of the date (in days since
1.1.1970) and the time of day (in nanoseconds since midnight). You can adjust the way Wireshark displays
the time stamp data in the packet list. While reading or writing capture files, Wireshark converts the time
stamp data between the capture file format and the internal format as required. Wireshark uses the
WinPcap capture library, which supports microsecond resolution. Unless you are working with specialized

capturing hardware, this resolution should be fine.

Every capture file format that Wireshark knows supports time stamps. The time stamp precision supported
by a specific capture file format differs widely. The common capture file format that is used by Wireshark
supports a fixed microsecond resolution "0.123456" only. Writing data into a capture file format that doesn't

provide the capability to store the actual precision will lead to loss of information.

Wireshark does not create any time stamps itself, but simply obtains them from somewhere else. Therefore,
accuracy will depend on the capture system (operating system, performance, etc.) that you use. USB

connected network adapters usually have poor time stamp accuracy.

Wireshark Messages

Wireshark provides you with additional information generated out of the plain packet data or it may need to

indicate dissection problems. Messages generated by Wireshark are usually placed in brackets.

Packet List Messages

The following messages might appear in the packet list.
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[Malformed Packet]

Malformed packet means the protocol dissector cannot dissect the contents of the packet any further. This

can be caused by any of the reasons shown below.

1. Wireshark may have chosen the wrong protocol dissector for this packet. This will happen if you are
using a protocol on an abnormal TCP or UDP port. You can try selecting Analyze | Decode to fix
this problem.

2. The packet is longer than a single frame and it is not reassembled.

3. The packet is actually wrong (malformed), meaning that a part of the packet does not follow the

protocol specifications.
4. The corresponding protocol dissector contains bugs, or is still incomplete.

You will have to look into the specific situation to determine the reason. You could disable the dissector by

disabling the protocol on the Analyze menu, and then check how Wireshark displays the packet. If it's TCP,
you could enable reassembly for TCP and the specific dissector in the Edit | Preferences menu. You could

also check the packet contents yourself by reading the packet bytes and comparing it to the protocol

specification. This could reveal a dissector bug or confirm that the packet is indeed wrong.

[Packet size limited during capture]

The packet size was limited during capture means that, while dissecting, the current protocol dissector ran
out of packet bytes and had to stop. The only solution is to repeat the entire capture process again with a

higher packet size limitation.

Packet Details Messages
The following messages might appear in the packet details.

[Response in frame: 123]

This message means the current packet is the request of a detected request/response pair. You can jump

to the corresponding response packet by double clicking on this message.
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[Request in frame: 123]
Same as "Response in frame: 123". See above.

[Time from request: 0.123 seconds]

This message is the time between the request and the response packets.

[Stream setup by PROTOCOL (frame 123)]

The session control protocol (SDP, H225, etc.) message signaled the creation of this session. You can

jump to the corresponding packet by double clicking on this message.
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Resources

If you have problems or need help with Wireshark, there are several places you can look.

Website

You will find lots of useful information on the Wireshark homepage at http://www.wireshark.org.

You can get the latest copy of the program from the Wireshark website at

http://www.wireshark.org/download.html.

WiKi

The Wireshark Wiki at http://wiki.wireshark.org provides a wide range of information related to Wireshark

and packet capture in general. You will find a lot of information that is not included in this document.

Q&A Site

The Wireshark Q&A site at http:/ask.wireshark.org offers a resource for questions. You can search what

questions were asked before and what answers were given by people who knew about the issue.
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Conclusion

This document is meant to give the reader a brief overview of network troubleshooting using Wireshark. As

always, if you need help troubleshooting do not hesitate to contact us.

Please send your questions to support@softwaretoolbox.com and we will respond as quickly as possible.

We would also welcome any feedback you have regarding this or any of our other papers.
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