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Introduction

The DNP3 protocol is an incredibly powerful and flexible protocol. It was designed to be versatile and provide accurate
and reliable data in a large number of critical infrastructures. The TOP Server DNP Driver is a level 3 DNP3 client, and
offers a number of advanced use options. This document is intended to discuss several of the advanced use options
available with the DNP Client Ethernet Driver, specifically, the control relay output block (CROB) commands for binary
and analog output groups. This document is in no way intended to give an overview of the DNP3 protocol
specifications, or give a comprehensive guide to using the TOP Server DNP3 Client Ethernet drive. The settings that will
be discussed will be those that specifically impact CROB operations. For a general guide on using the TOP Server, or
specifically the DNP Client Ethernet Driver, reference the appropriate help file and see our collection of application

notes and videos. These can be found at:

TOP Server Quick Start guide: https://blog.softwaretoolbox.com/video-tutorial-topserver-quick-start

TOP Server Support Site: http://softwaretoolbox.com/topserver/html/support.asp

TOP Server Application Notes: https://support.softwaretoolbox.com/app/answers/list/p/12,74/c/115,324

TOP Server Videos: https://info.softwaretoolbox.com/topserver-videos

For further information on the DNP3 Protocol Specifications please reference the DNP Organization website, which

can be found at:

www.dnp.org
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The TOP Server 6 DNP3 Client Ethernet Driver allows for device level configuration of key settings that impact the

configured behavior for an entire device. The Device Properties’ Advanced tab allows for configuration of the devices

global operate mode setting, as well as whether the driver should perform a feedback poll after a write.

Property Groups
General

Scan Mode
Auto-Demation
Tag Generation
Communications
Palling
Unsalicted
Evert Playback
Tag Import
Authentication
Update Key Authentication
File: Control
Advanced
Redundancy

Operate Mode

= Advanced
Cperate Mode
Feedback Poll After Operate
Timestamp To Local Time
lanore Remote Force Fag
Ignore Local Force Flag
Exchange Data Sets
Device Restart [IN Logging
Need Time |IN Logging

Operate Mode

Direct Cperate v
Enable
Disable
Dizable
Disable
Dizable
Disable
Dizable

Specify whether the writable 1/0 points use the Direct Operate or Select then Operate sequence.

Defaults OK

Cancel Apply Help

The Operate Mode specifies the operation sequence to use when operating on binary (object group 10) and analog

(object group 40) output points. The setting here is global to the device. Tag specific settings are available by using

the .DO and .SO attributes, which will be discussed later in this document.

Direct Operate

The default setting, Direct Operate, allows for immediate operation on output points without further checks or

validation. While it does not provide the additional security of “Select then Operate”, it optimizes bandwidth

utilization by minimizing traffic between the RTU and Client. Because the confirmation received from the Server
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station after a Direct Operate command does not guarantee successful execution, it is recommended to utilize some

other form of validation.

Select then Operate

Where Direct Operate optimizes bandwidth utilization, Select then Operate adds an additional layer of security by
helping to prevent unintended changes of output points. Select then Operate breaks a write into two distinct

transactions:

The Client station sends a Select command to

the Server station, containing all necessary

parameters that would be required to perform The Server station responds with a message

tha Anaratian containing identical headers and objects — in

the exact order they appeared in the Client’s

Select command

The Client station verifies that the Server

station’s response is identical to the original

Select command

If the Server station’s response message is

identical, the Client station repeats the

request with the operate command

The Server station compares the Operate

message to the Select message. If the two are
identical then the action is performed. Once
the action is performed the Server sends a
confirmation to the Client station that the

operation was completed successfully.

Because the Server station would only have performed the operation if the Operate command matched the original
Select command, the confirmation from the Server station indicates that the intended operation was performed

successfully.
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Feedback Poll after Operate

The Feedback Poll after Operate setting enables a poll of the output group that was just written to. Performing a write
to a Binary Output Point would result in a feedback poll of all binary output points. This serves to confirm a successful
operate in situations where additional data validity checks are required, and to confirm the current status of all data

points in groups that were just operated on.

The Binary Output Object Group

The DNP3 protocol specifies Object Group 10 for reading the current output state and Object Group 12 for Control
Operations on the Binary Output Points. In TOP Server, both cases will be addressed by using Object Group 10.

Performing an operation on object group 10 will issue the CROB command using Object Group 12, variation 1.

Binary Output — Output Models

Binary Output points will fall into one of three output models, which are important to understand in determining

what effect a control command will have on the specified output:
Activation — The simplest, it initiates an action on a single output point.
Complementary Latch — This will affect a single output, which will remain latched in an active or inactive state.

Complementary Two-Output — This output model has two virtual outputs at a single index — trip and close. Either
state is set active momentarily (Pulsed) based on the control code received. The device manufacturer is expected to

assign device appropriate control codes (l.e. Pulse On trip/close for a breaker, and latch on/off for a pseudo point.)
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CROB Command Attributes

Unlike a typical write, where a client application simply changes the value of the desired tag, Control Relay Output
Block commands must get constructed in TOP Server, locally, prior to triggering a transmission to the device. A number
of tag attributes exist in TOP Server to construct CROB Commands. These are described below and the following section

gives a detailed example of their use:

10.x.y.DO The DO attribute designates the operate mode for output point (y) as being
Direct Operate, overwriting the device level operate setting for point y. Writing
to this tag will not trigger a write to the Server station, and will not affect the
device level operate settings. The value of this tag will only be used when
performing an explicit write to the outstation, using the 10.x.y.Value or

10.x.y.Explicit addresses.

10.x.y.SO The SO attribute designates the operate mode for output point (y) as being Select
then Operate, overwriting the device level operate setting for point y. Writing to
this tag will not trigger a write to the Server station, and will not affect the device
level operate settings. The value of this tag will only be used when performing
an explicit write to the outstation, using the 10.x.y.Value or 10.x.y.Explicit

addresses.

10.x.y.Operate.Clear The Operate.Clear attribute will change the Clear bit in the Control Code sent to
the outstation. Writing to this tag will not trigger a write and will be stored locally
until the Operate.Set command is used to send the CROB command to the

outstation.

Valid values are 0 or 1

10.x.y.Operate.OnTime The Operate.OnTime attribute sets the time (in milliseconds) that the CROB
command will remain active on the binary output point. Writing to this tag will
not trigger a write to the outstation; it will change the value of the corresponding

four bytes in the Data object sent to the device when the Operate.Set command

is written to.
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With a DWORD Data Type the valid range is 0 to 4,294,967,295ms (~49days and
17 hours)

10.x.y.Operate.OffTime

The Operate.OffTime attribute sets the time (in milliseconds) that the CROB
command will remain non-active on the binary output point. Writing to this tag
will not trigger a write to the outstation; it will change the value of the
corresponding four bytes in the Data object sent to the device when the

Operate.Set command is written to.

With a DWORD Data Type the valid range is 0 to 4,294,967,295ms (~49days and
17 hours)

10.x.y.Operate.OpType

The Operate.OpType attribute will change the operation type in the Control Code
sent to the outstation. Writing to this tag will not trigger a write to the outstation
and will be stored locally until the Operate.Set command is used to send the

CORB command to the outstation.

Valid values are:

0—Null

1 —Pulse On
2 —Pulse Off
3 —Llatch On
4 — Latch Off

10.x.y.Operate.TripCloseCode

The Operate.TripCloseCode will specify the values of the two corresponding bits
in the Control Code sent to the outstation. Writing to this tag will not trigger an
explicit write to the outstation; instead it will store the value locally until the

Operate.Set command is used to issue the command.

Valid values are:
0 — Null
1 - Paired Close

2 — Paired Trip

Software Toolbox ~ 148A East Charles Street TOL
International Corporate  Matthews, NC 28105 USA
Headquarters, USA  www.softwaretoolbox.com

EE: 888-665-3678
704-849-2773
X: 704-849-6388




Sofiware® Page 9 of 18
toolbox:

10.x.y.Operate.FeedbackDelay The Operate.FeedbackDelay attribute sets the time (in milliseconds) that
should be waited before issuing a feedback poll, after receiving a response
from the outstation. Writing to this tag will not trigger a write to the

outstation, but rather store the value in TOP Server.

With a DWORD Data Type the valid range is 0 to 4,294,967,295ms (~49days
and 17 hours)

10.x.y.Operate.Set The Operate.Set attribute will trigger the constructed CROB control code to
be sent to the Server station. A client to TOP Server will always read the
value to be 0 with good quality, but writing a 1 to this tag will issue an

Object Group 12 control operation on Binary output point ‘y’.

10.x.y.OperateWithParams This subtype can be used to send a command to a Control Relay Output
Block (CROB) and set each of the CROB values in a single write. The variation
of the tag does not matter. Writing to this tag causes an Object Group 12
control operation on a binary output. The CROB control code is built from
the string value written to the tag. It is a comma-separated list where the

values are in the following order: OnTime, OffTime, OpType, TripCloseCode,

Clear, FeedbackDelay. Values left out default to 0.

CROB Command Example

This section will take a look at a CROB Command constructed in TOP Server and dissect the corresponding command
that is sent to the outstation. Three tags were configured in TOP Server to control the OpType, the OnTime, the
OffTime, and a fourth tag to trigger the transmission of the command ot the outstation. A fifth tag was then configured

to show how this can be done within a single write using OperateWithParams.
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File Edit View Tools Runtime Help
DEdR | FMEBOEaH 94 i x| E
B@ Project Tag Mame [ Address DataT.. 5. 5ca.. Description
T am .
ol c"”[’)‘;;tz""'ct: | &1 Off Time 10.1.1.0perate.0ffTime ~ DWord 100 None
Bmm DI'IP;:}HE - & On Time 10.1.1.0perate.OnTime DWeord 100 None
A}OAI fon @7 OperateWithParams 10.1.1.0perateWithParams  String 100 Mone
iases
6| Advanced Tags 10.1.1.0perate.0pType Byte 100 MNene
P8 Alarms & Events 10.1.1.0perate.5et Boolean 100 MNone

The Quick Client was used to set values for the tags:

OpType — 3 (Latch On)

OnTime — 1000 ms

OffTime — 5000 ms

OPC Quick Client - Untitled *
File Edit View Tools Help
DE s ca @ & BEX
1< SWToalbex TOPServerVe

Item ID

.| Data Type Value Timestam Quali Update Count
/23 DNP3 Channel.DNP3 Outstation L DNP3 Channel.DNP3 Outstation. Set Boolean 760 1
€IDNP3 Channel.DNP3 Outstation. OpType Byte 3 Good 2
@IDNP3 Channel.DNP3 Qutstation.OperateWithParams. String 10:10:24.760 Good 1
©IDNP3 Channel.DNP3 Outstation.On Time DWord 1000 10:10:45.245 Good 2
@I DNP3 Channel.DNP3 Outstation.Off Time DWord 5000 10:10:51.744 Good 2

Once all values were preset, and the CROB command was constructed, the Set tag was written high (1) to trigger the

transmission to the outstation. The following transmit and response sequence was initiated:

05 64 18 C4 OB 0O 01 OO DE FE C4 C5 O5 OC O1 17 01 01 02 01 EEB 02 00 OO0 28 12 CD 49 00 00 OO FF FF
05

64 1A 44 01 00 OB 0O E1 FE&

EF C5 81 04 00 OC 01 17 01 01 03
88 13 00 00 00 A4 &&

01 ES 03 00 00 &1 20

xR L

The command code, and object are highlighted in color above; for additional information on the additional headers

that are not described here reference the DNP3 protocol specifications:

03 The Control Code, this breaks down to binary 00000100
Bits 7-6 — Trip Close Code, 00 - Null
Bits 5 — Clear, O - Null
Bits 4 — Queue, always set to 0

Bits 3-0 — OpType, 0100 — Latch On
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01 The number of times to execute the command
E8 03 00 00 On Time, 1000ms (0x000003E8)

8813 First word of Off Time

CD 49 Checksum Bytes

00 00 Second word of Off Time, 5000ms (0x00001388)

Status Code, always 0 in request

FF FF Checksum Bytes

This can also be done by setting the following value:

OperateWithParams — 1000,5000,3

Asynchronous 2.0 Write

Itern 10 | Current Y alue | drite ' allie
) DMP'3 Channel DMP3 Outstation. Operatetw/ithParams 1000.5000,3 Apply

oK |
[ toe |
=

Cancel
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The table below details what action the outstation will take based on the constructed TOP Server CROB command

when the Operate.Set tag is written high (1).

Trip Close Code

OpType

Clear

Control Code

Action

0 — Null

0 — Null

0x00

Nothing — No action will be taken

0 — Null

0 — Null

0x20

Cancels all commands that are currently being
processed, or are queued for processing. On and Off

times are ignored.

0 —Null

1—Pulse On

0x01

Activation Output Model
The selected output point is set active for the value

specified in the OnTime field.

Complementary latch Output Model

This action is not supported.

Complementary Two-Output Output Model This

action is not supported.

0 — Null

1—Pulse On

0x21

Activation Output Model
All pending or in-process actions are canceled. Then
the selected output point is set active for the

duration specified in the OnTime field.

Complementary Latch Output Model

This action is not supported.

Complementary Two-Output Output Model This

action is not supported.
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Activation Output Model
The selected output is set active for the duration
specified in the OnTime field.
Complementary Latch Output Model
0—Null 3 —Latch On 0 0x03
The selected output is set to active.
Complementary Two-Output Output Model The
selected close output is set to active for the duration
specified in the OnTime field.
All commands that are currently being processed, or
0—Null 3 —Latch On 1 0x23 are queued for processing, are canceled. Command
code 0x03 is then processed.
Activation Output Model
The selected output is set active for the duration
specified in the OnTime field.
Complementary Latch Output Model
0— Null 4 — Latch Off 0 0x04
The selected output is set to inactive.
Complementary Two-Output Output Model The
selected trip output is set to active for the duration
specified in the OnTime field.
All commands that are currently being processed, or
0— Null 4 — Latch Off 1 0x24 are queued for processing, are canceled. Command
code 0x04 is then processed.
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Activation Output Model
The selected output is set active for the duration
specified in the OnTime field.
Complementary Latch Output Model
1 -Close 1 —Pulse On 0 0x41
The selected output is set to active.
Complementary Two-Output Output Model The
selected close output is set to active for the duration
of the specified OnTime field.
All commands that are currently being processed, or
1-Close 1—Pulse On 1 0x61 are queued for processing, are canceled. Command
code 0x41 is then processed.
Activation Output Model
The selected output is set active for the duration
specified in the OnTime field.
Complementary Latch Output Model
2 —Trip 1—Pulse On 0 0x81
The selected output is set inactive.
Complementary Two-Output Output Model The
selected trip output is set active for the duration
specified in the OnTime field.
All commands that are currently being processed, or
2 —Trip 1—Pulse On 1 O0xA1l are queued for processing, are canceled. Command
code 0x81 is then processed.
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Troubleshooting

The TOP Server makes troubleshooting problems sending control commands to the outstation extremely easy with

specific, control related errors in the event log:

Unable to write to '<address>' on device '<device>'. Device does not support requested operation for objects in

the request (1IN2.1)
Cause — The Server station does not support the requested operation for the objects in the request
Solution — Verify that the Server station supports the requested operation

Unable to write to '<address>' on device '<device>'. Device does not support the function code (1IN2.0)
Cause — The Server station does not support the function code on the objects in the request
Solution — For more information, refer to the Server station’s documentation

Unable to write to '<address>' on device '<device>'. Device reports that some output points are in local mode

(1IIN1.5)
Cause — Some output points are in local mode

Solution — Correct the mode in the Server station’s configuration and refer to the Server station’s

documentation for further information

Unable to write to '<address>' on device '<device>'. Select Operate response invalid
Cause — The device did not return an acceptable response to a “Select then Operate” request
Solution — Verify that the Server station is configured to operate on the selected point

Unable to write to '<address>' on device '<device>'. Control-Related Status Code ' <status code>'
Cause — The value written to the “.Operate” sub-type was not understood by the Server station

Solution — Check the table below for the specific Control-Related Status Code that is referenced in the error
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Known Issue: In certain circumstances, sending a Latch On command works, but sending a Latch Off command

does not.

Cause - Some devices may require you to write to one bit in order to send Latch On, and another to send

Latch Off. This depends on the way the device was set up.

Solution — Create a second tag in TOP Server which points to the Latch Off bit, or change the device to tie

Latch On and Latch Off to the same bit.

Control-Related Status Codes

Code Number Description
0 Request accepted — This means the request has been initiated or queued for processing
1 Request not accepted because the operate message was received after the “armed” timer timed out. The “armed”
timer was started when the select operation for the same point was received.
2 Request not accepted because no previous matching select request exists. An operate message was sent to activate
an output that was not previously armed with a matching select message.
3 Request not accepted because there were formatting errors in the control request (select, operate, or direct operate).
4 Request not accepted because a control operation is not supported for this point.
5 Request not accepted because the control queue is full (or the point is already active).
6 Request not accepted because of control hardware problems.
7 Request not accepted because the Local/Remote switch is in the Local position.
8 Request not accepted because too many objects appeared in the same request.
9 Request not accepted because of insufficient authorization.
10 Request not accepted because it was prevented or inhibited by a local automation process.
11 Request not accepted because the device cannot process any more activities than are presently in progress.
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12 Request not accepted because the value is outside the acceptable range permitted for this point.

13to 125 Reserved for future use
126 Sent in request message, indicating that the outstation will neither issue nor perform the control Operation.
127 Request not accepted due to an undefined reason.
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Conclusion

This document has given an in-depth look at how to construct Control Relay Output Block Commands in TOP Server,
the expected behavior when using these commands, some protocol level analysis of what happens when a successful

command is issued, as well as how to troubleshoot problems when issuing control commands.

This document was intended to give a better understanding of how CROB commands work and how they can be used
to optimize communications with a DNP Server station. In no way does this document cover or discuss the entirety of
the TOP Server’s setup, implementation, or abilities when communicating with a DNP Server using the DNP Client
Ethernet Driver. This document is not intended to provide the same level of detail that can be found in the DNP3

Protocol Specifications.

For further information regarding the TOP Server DNP Client Ethernet driver, please reference the Help File found in

your TOP Server installation or at the link below:

https://downloads.softwaretoolbox.com/demodnld/prod docs/topserver help pdf/Common/dnp3-ethernet-

manual.pdf

If after reading this document, there are any further questions on using DNP Control Commands in TOP Server, or

any assistance is required, our experienced staff is more than happy to help. We can easily be reached by:

Online Support: http://support.softwaretoolbox.com

Email Support: support@softwaretoolbox.com

Phone Support: +1 (704) 849-2773

Fax: +1 (704) 849-6388
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